ITOBITOMJIEHHSA

IIpO HaMip yKJIacTU JOTroBip
(mig yac 3acTOCyBaHHS II€PErOBOPHOI IPOLIEAYPH)

UA-201

1. HalimeHyBaHHs 3aMOBHUKA:

2. Kop sriguo 3 €JPIIOY 3aMOBHHUKA:

3. Mic1ie3Hax0oKeHHsI 3aMOBHHUKA:

9-03-05-000928-b

TepuropianbHe ynpaBiinHs [JepxkaBHOI CyT0BoO1
aaminicTpanii Ykpainu B IBaHo-®paHKiBCHKil

o0acri

26289647

76018, Ykpaina, IBano-®paHKiBCcbKa 001., IBaHO-
®pankiscek, BYJIMIIA TPIOHBAJIBJICBKA,

oymuHok 11
4. KoHKpeTHa Ha3Ba 5. Kogn 6. Kinpkicte | 7. Micue mmoctaBgu 8. Ctpok
IpegMeTa 3aKyIiBii BiMOBimHUX ToBapiB abo | ToBapiB abo MicIie [IOCTaBKHU
KnacudikaTopis o0csr BUKOHAHHS PoOiT 4u TOBapiB,
IpefMeTa 3aKyMiBii | BUKOHAHHS | HafaHHS MOCTYT BUKOHaHHSI
(3a HasIBHOCTI) pobiT un pobiT un
HalaHHSI HaflaHHS
MIOCIyT TIOCIyT
[Tocmyru 3 oK 021:2015: 1 mocmyra 76000, YkpaiHa, IBano- | mo 31 rpynHs
IIeHTPaJIi30BaHOT0 72220000-3 — ®paHKiBCbKa 06/1aCTB, 2019
afMiHiCTpyBaHHS Koucynbraminai Micresi 3aranbHi Cyan
MepexX, iHhpopMaliiHUX | MOCNYTH 3 TUTaHb IBaHO-®PpaHKiBCHKOI
PecypciB Ta MOCIyT CHCTEM Ta 3 o6macri, Micresi

TEeXHIYHOI MigTPUMKHU
MiCIleBUX 3arajIbHUX
cynis IBano-
®pankiBchKOi 061acTi

TEXHIYHUX IIUTaHb

3araipHi cynu Isano-
®pankiBchKOi 0611aCTi

Indopmaliis mpo yyacHKKa (y4aCHUKIB)

0442073540

9. HaliMmeHyBaHHSA 10. Kox 3rigHO 3 11. MicuesnaxomxeHHs (onsg | 12. Lixna

y4acHuKa (yuacHuki) | €[IPIIOY/peecTpamuiiHuit HOMep | IOpUANYHOI 0coO6u) abo Miclle | MPOMO3uILil

(mmst ;IopUAMIHOI 00J1iKOBOI KAPTKHM IJIaTHUKA IpoXuUBaHHS (IIst GizmgHOI

ocobu) abo mpi3BuIle, |MmOAATKiB yyacHUKa (Y4aCHUKIB), | 0COOM) y4aCHUKA

iM’s1, mo 6ATHKOBI (ISt | 3 IKUM (SIKMMH) IPOBENEHO (y4acHUKIB), 3 IKUM (IKHAMH)

(hisnuHoi 0CcOOM), 3 IIePeroBopu IIPOBEIEHO IIEPETOBOPH,

SIKUM (SIKUMH) TenehoH

IIPOBEIEHO

IIeperoBopu

OrI "icc" 34614292 03045, Vkpaina, KuiBcbka 415 260.84
obmacts, Kuis, Ilnemeesa, 10 | UAH 3 I1JIB

13. YMoBa 3acTOoCyBaHHS ITePETOBOPHOI ITPOIIEAYPH 3aKYIIiBIli BifIIOBIAHO M0 YaCTUHU APYTol cTarTi 35
3axkony Ykpainu “IIpo ny6miuHi 3aKkymiBmi”

Bunukia HeoOXimHICTh y MOCTa4aHHi JOOATKOBOTO 00CATY TOBApy ¥ TOTO CaMOT0 II0CTaYabHUKA, 10
3OiMCHIOETHCS IPOTATOM TPHOX POKIB MiCJd YKIafeHHS NOTOBOPY IIPO 3aKYIIiBIIIO i 3arajibHa BapTiCTh




TaKOr0 [TO0CTavyaHHs He nepeBuinye 50 BiICOTKIB I[iHU JOTOBOPY PO 3aKyTMiBIIO

14. O6rpyHTYBaHHS 3aCTOCYBaHHS IIEPETOBOPHOI MPOIeAYPH 3aKyIIiBIi

Y 3B’43Ky i3 HeoOxinHicTI0 3a0e3neunTty Ge3nepelbiline GyHKLIIOHYBaHHS Cy[I0BOI CUCTeMHU y IBaHO-
®pankiBchKit 061acTi (30KkpeMa, 6e3nepepBHe GYHKIIIOHYBaHHS ENMHOI CyOOBOI iHPOpMaliiHOI CUCTEMHU
(mami - €CIC)) ons BUKOHaHHS CymaMu (QYHKIIH, OKIafleHUX Ha HAX 3aKOHOOABCTBOM IIPO CYHOYCTpid Ta
KoncTtutyii€eo Ykpainu, TeHAEPHKWHM KOMITET BUPIIINB 3aCTOCYBaTH ITEePETOBOPHY IPOLIEAYPY s
3aKymiBJIi TOCHYT 3 IeHTPaji30BaHOr0 aAMiHiCTpyBaHHS MepexXK, iHdopMalliitHuX pecypciB Ta MOCIYT
TEXHIYHOI MiATPUMKY MiCIIeBUX 3aTalbHUX CYHiB IBaHO-OpaHKiBChHKiM 06/1acTi, 3 OTNISAy Ha Te, 110
MOKJIMBa 3MiHa agMiHicTpaTopa €CIC micns 3acTOCyBaHHS IPOLEAyPH BITIKPUTUX TOPTiB YHEMOXKINBUTE
cynpoBogxenus €CIC, 110, y CBOIO Uepry, Ipu3Befie N0 MPU3YIIUHEHHS aBTOMATUYHOI BiilipaBKYU pillleHb
[0 EOUHOTO NepXKaBHOT'O PEECTPY CYHOBUX pillleHb, 30i/bIIeHHS HaBaHTaXKeHHS Ha CIiBPOOITHUKIB cymy
U1 Be[eHHS iHGOpMaIliitHO-q0BiqKOBOI poOOTH Y Cymi, BAHUKHEHHS He0OXiqHOCTI B KOHBEPTallil TaHuX,
o HakonuuyBanucs B €CIC, yckmagHeHHST poO0TH 3 IIEeHTPaIbHOI0 63010 MaHUX, STKa MiCTUTH BCi
OOKYMEHTH, III0 CTBOPIOIOTHCA Y CYHOBiM CHUCTEMI. TaK0K BUKOPHUCTAHHS iHIIOTO MPOTPAMHOTO IIPOAYKTY
MOXKe 3yMOBUTH 3yNUHKY 00MiHY JaHUMU MiXK CyJaMU 3arajbHOl IOPUCAUKIII Ta OpraHaMu JOCYH0BOT0
CIIiICTBA, 110 Ha MEeBHUY 1epiof (00 CTBOPEHHS BigIIOBiMHUX YMOB) IIPHU3BEME OO MMOBHOI 3YITMHKYU
¢yukmionyBarHs €CIC. Takox, BUKOHAHHS JaHUX POOIT iHIIMM BHKOHABIIEM B YMOBaX IIEBHOTO AediluTy
Yyacy, OCKiIbKM CHCTeMa BXKe BIIpOBafi2kKeHa B [IiIbHICTS i mepepBu B il 00C/IyTOByBaHi €
HETIPUIyCTUMUMHU, UMOBIpHilIe 3a Bce, Oyne noTpeOyBaTH 3aly4yeHHS JOOATKOBOTO IIePCOHANY, 110
mpu3Bee 10 30iMbIeHHST BAPTOCTI POOIT.

TeHgepHUM KOMITET IIiff 9aC MPUNHATTS TAaKOT0 PillleHHS KepyBaBCd HacTymHUM. BigmosigHO mo cT.15
3axkony Ykpainu «IIpo cymoycTpili i cTaTyc CymmiB» y cygax 3arajabHOl IOPUCAUKILI QYHKITIOHYE
aBTOMaTH30BaHa CHCTeMa JOKyMeHT000iry. Ha BuUKOHaHHS BUMOT 3aKOHY YKpaiHu «IIpo cymoycTpii i
CTaTyC CYOAiB», MOJ0XKeHs KpuMiHanbHOTO IIPOIECyalbHOT0 KOfleKCYy YKpainu, [lusinsHOTO
TIpoIleCcyabHOT0 KOfeKCy YKpainu pimeHHsaM Pagu cynnmiB Ykpainu Big 26.11.2010 Ne30 3aTBepaKeHO
[TomoxkeHHS PO aBTOMATU30BaHy CHCTEMY HOKYMEHTOO0O6Iry cyay 3i 3MiHaMu Ta [IOIOBHEHHSIMU (Harti -
ITonoxeHnHs). BinnosigHo mo 1. 1.2.1 TTonoxeHHs aBTOMaTU30BaHa CUCTEMA - CYKYIIHICTh KOMII' IOTEPHUX
TporpaM i BifilTOBigHUX MTpOrpaMHO-allapaTHUX KOMIIJIEKCiB CyfiB Ta JlepKaBHOI Cy0BOI agMiHicTpalril
Yxpainu (gani - [CA Vkpaiun), mo 3a6e3neuye GyHKIIIOHYBaHHS JOKYMEHTO00iIry cyny, obir inpopmarrii
MiX CymaM¥ Pi3HUX iHCTAHIIM Ta CIeliai3aliiii, mepemavy indopmaiiii 10 meHTpaabHUX 6a3 JaHUX
3aJieXXHO Bif cIielliasi3ariii cymiB, 3aX¥UCT Bif HECAHKIIIOHOBAHOT'O MOCTYIIY, TOIIO; agMiHiCTPaTOP
aBTOMAaTH30BaHOI CUCTEMU - ep:KaBHe mignpueMcTBO «IHbopMatiitai cymoBi cuctemu» (mami - IIT «ICC»),
sike 3abe3meuye:

- TEXHIYHUM CYMPOBif Ta 37iMCHIOE MiATPUMKY MIpaIle3aTHOCTI aBTOMATH30BAHOI CUCTEMH B IiJIOMY 3TiHO
3 sumoramu €CIC, BukoHye iHmr ¢yHKIil BimmoBigHO 10 po3nopsmxersb JCA Ykpainu Ta B3ITHUX Ha cebe
OOTOBipHUX 3000B’s13aHE;

- cepBic 00MiHy 0671iKOBO-iHbOpMaLiHUMK KapTKaMy, eJIeKTPOHHUMHU OOKYMEeHTaMHU Cy[y 3 LIeHTPaIbHOI0
6a3010 JaHUX aBTOMaTU30BaHOI CUCTEMH JOKYMEHTO00Iry Cyay Yy BilTIOBiZHOCTI IO TPOTOKOJIIB 00MiHY,
3aTBePAXKEHUX agMiHiCTPAaTOPOM aBTOMATU30BaHOI CUCTEMH.

BipnosigHo mo myHKTY 1.4.7 TlooXeHHS TeXHIYHWU CYIIPOBif Ta MigATPUMKa Ipane3faTHOCTI
aBTOMATHU30BaHOl CUCTEMHU 3iNCHIOIOTHCA aAMiHiCTPAaTOPOM aBTOMAaTH30BaHOI CUCTEMHU Ha IificTaBi
yKIageHux forosopis 3 [ICA Ykpaluu Ta BifNOBIZHMMU CyOaMy 3araibHOl IOpUCOuKLii. BmpomoBx
octanHix pokiB [T «ICC» B MiclleBUX 3aTajbHUX CyHax 3[ilCHIOEThCS:

- miATpUMKa Mpare3maTHOCTI TOKaIbHUX 00YKCITIOBaTbHUX MEPEXK (IIepenpoeKTOBYETLCS 3a HeOOXigHiCTIO
icHytoua iepapxiuHa KabelbHa CUCTEMa, 1110 BKITI0Ya€ B cebe BCi HEOOXiMHI MacuBHI Ta aKTUBHI
KOMIIOHEHTH [IJis CTBOPEHHS CepefioBHIla nepefaayi ingopmatiii 3a TexHosorieio Ethernet 3 mpomyckHoo
3patHicTio 100 Mbit/cek; HanaromXyoThCs MepexkKeBi iHTepdelricu Ta IpaBuiia KOMYTallii TaKeTiB s
pobouYMX CTaHIIM, CEPBEPIB Ta iHIIIOTO MepekeBOro 0OTafHaHHS 3 METOI0 3MifCHEeHHS HaOiltHOTO Ta
6e3mneyHoro oOMiHy iH(GOpMAaIli€lo B TOKalbHi# 004K CITIOBAIbHIA Mepexi);

- CYIIPOBOMIKEHHS IMiOK/II0UeHHS Ta MiATPpUMKa JOCTYIIY 0O BCECBITHLOI MepexXi [HTEpHET IIISTX0OM
OTPUMAaHHS 3aMOBHMKOM HOCTYITY [I0 T'100anbHoi iHdopMaIiifHol CHCTeMH 3 BUKOPUCTAHHSM TEXHOJIOTiH
ADSL, Ethernet, Fiber Optic Channel;



- MigTPpUMKa TIpalle3faTHOCTi MapmpyTudaTopiB Cisco 2800 series, komyTaTopis Cisco Catalyst 2900
series, CTBOPEHHS Pe3ePBHUX KOIil CHCTEMHUX HaJlalliITyBaHb Ta BiTHOBIIEHHS Miciis 3601B, OHOBIIEHHS
BHYTPIIHBOTO 13, CTPYKTYpPH KOMYTaTOPIB 3a HAABHOCTI MEPEXKEBOTO KIIaCTePY;

- 3a0e3meveHHs MOIITOBUMY CKPUHbKAMU MTPALiBHUKIB CYiB 3a HOIIOMOT00 JIOKAIbHUX MTOIITOBUX
cepBepiB Ha 6a3i cepBepiB HP Proliant, HanamTyBaHHs Ta MigTpUMKa iX poOOTH (HalallTyBaHHS Ta
o6cnyrosyBanHs OC FreeBSD (Bepcis Bif 7.4 Ta Bullle); HanamTyBaHHs ¢aiiepBony (Ha 6a3i ipfw);
HaJlaIlTyBaHHS Ta 06cmyroByBaHHs [Ipokci-cepBepy (squid 2.7) Ta aHamizaTopa icTopii BigBimyBaHHS
KOpHCTyBayaMu BeO-pecypciB (sarg); HalaIllTyBaHHS Ta 00CITyrOBYyBaHHS IIOIITOBOTO CEPBepy Ha 6a3i
smtp-cepBepy postfix, pop3\imap- cepBepy dovecot, Beb-iHTEpDELC M1 agMiHiCTPYBaHHS IIOIITOBOTO
cepBepy (postfixadmm) Ta Be6-iHTEpPdelic momToBOrO KiieHTa (roundcube);

- MigTPMMKa IIpale3maTHOCTI JIOTIiYHOI CTPYKTYPH 0OMiHY JAaHWMU 3a [OIIOMOTO0I0 BipTyaIbHOI IPHUBATHOI
3axumieHoi mepexi (VPN);

- MigTPUMKa IIpale3maTHOCTI EQUHOI Mepexi mepegadi maHux aOOHEHTIB 3 BUKOPHUCTAHHSIM KOIOBAaHUX
BipTyanbHux KaHaniB (3DES/AES). 3milicHeHHSI MOHITOPHHTY IIpale3faTHOCTi Ta 300py CTaTUCTUYHUX
MTOKa3HUKIB aKTUBHOT'O MEPEKHOT0 00afHaHHS 3a AOIIOMOT0I0 CIlelliali30BaHOl CUCTEMU MOHITOPUHTY,
HaJlallITyBaHHS Ta MigTPUMKa Ii Mpale3faTHOCTI (TPoBeleHHs BigganeHol JiarHOCTUKY CEPBEPHUX CUCTEM,
y pa3i HeoOximHOCTI onTUMi3allii poboTH y BifMOBIMHOCTI A0 TEXHIYHUX XapaKTEPUCTHUK MJ1 3a0e3meueHHs
Hafi#HOI Ta epeKTUBHOI POoOOTH; 3abe3reyeHHs HeoOXigHUX TEXHIYHUX 3aXO0[iB IJIsT BUSBIIEHHS

KOMIT' IOTEPHHUX BipyCiB 3 MeTO10 iX JTikBifmanii; 3a6e3neyeHHss MOHITOPUHTY TEXHIYHOI Ipale3aaTHOCTI B
Cymi BifmoBimHOTO cepBepHOro o6agHaHHS, KOMYTYI04Y0ro 00/TafiHaHHs JIOKaTbHUX 004U CITIOBATbHIX
Mepexk, MapIIPyTU3aTOPiB Ta MOAEMIB, MiIKTIOYEHUX 00 Mepexi [HTepHeT; 3abe3neyeHHsT MOHITOPUHTY
BUKOPHCTAHHS CIIiBPOOITHUKAMM CYAY HOCTYIy 10 Mepexi IuTepHeT);

- agMiHicTpyBaHHS 6a3 maHUX Ta 3abe3neueHHs: 00MiHy iHpopMarlieo Mixk eHTpanbHOI 6a3010 JaHUX Ta
noKanbHUMHY Oa3aMu faHUX (30epiraHHs Ta MiATPUMKa B aKTyaJIbHOMY CTaHi 6a3 maHUX; 3aXUCT 0a3 JaHUX
Bifl 3HUIIIEHHS, TIOMKOMXKEHH a0 HEeCaHKIIIOHOBAHOT'0 HOCTYITY; 3a0e3neYeHHs HaICUJIAHHS CYIOBUX
pillleHsb 00 EAMHOTO [EePKaBHOTO PEECTPY CYOOBUX PillIEHb);

- IOCIYTH TEXHIYHOI MigTPUMKH (KOHCY/IbTallifiHa MiATPYMKA; ITIOTOYHE aiMiHICTPYBaHHS MEepPexKHOTO
obJlafiHAHHS; TOTOYHE afMiHICTPyBaHHS CEPBEPHOTO 00IagHaHHs (KOHTPOIEPH JOMEHY, IOIITOBI
CepBEPH, CEPBEP aBTOMATU30BAHOI CUCTEMHU JOKYMEHTOO00ITy).

3 meTor0 HanexHoro ¢yHkmionyBaHHs €CIC, Ha BUKOHAHHS BUMOT YMHHOTO 3aKOHOMIAaBCTBA 3 IIMTAHb
TEXHIYHOT0 3axucTy iHdopMariii, gorosipHoi fokymeHTanii [IIT «I[CC» HagaHO 3aMOBHUKY 00JIafHAHHS [T
3abe3medeHHs IPOrPaMHO-TeXHIYHOI mmaThopMu 00poOKY HaHUX.

TakuM 4MHOM, 3Baxkalo4u Ha 06’€KTUBHI (haKTOpH, 10 CBigYaTh PO HEMOKIIUBICTh HalaHHSA 3a3HaUYeHUX
ocnyT iHmuM ydyacHukoM, Kpim [IIT «ICC», TepuTopianbHe ympaBiiHHS [JepKaBHOI CyoOBOI agMiHicTparlii
Ykpainu B IBaHo-®paHKiBChKiit 067acTi, Bignosiguo 1o 1. 5 4. 2 cT. 35 3Y «IIpo ny6miyHi 3aKymiBmi», a
came, moTpebu 3MiMCHUTH JOJATKOBY 3aKYIIiBIII0 Y TOI'O CAMOI0 ITOCTavalbHUKA 3 MEeTOI0 YHidikarii,
cTaHpgapTu3aliii abo 3abe3neyeHHsT CyMiCHOCTI 3 HASIBHUMU TOBapaMH, TEXHOJIOTisIMU, poOOTaMu Y1
MIOCITyTaMu, SKIIO0 3aMiHa TOTepPeaHbOro MocTavalbHUKa (BUKOHABIIS po0iT, HagaBada MOCIYT) MOXe
MIPU3BECTH 10 HECYMiCHOCTi a00 BUHUKHEHHS Mp06JIeM TeXHIYHOT0 XapaKTepy, OB’ I3aHUX 3
eKCITITyaTalli€io Ta 00CIyroByBaHHSIM, BBaXKa€ MOLITbHUM Ta HEOOXiIHUM MIPOBECTH 3aKYIIiBITIO MOCYT 3
IeHTPaJi30BaHOr0 agMiHiCTpyBaHHSA MepexK, iHpopMallitHuX pecypciB Ta MOCTYT TEXHIYHOI MigTPUMKHU
MiCIIeBUX 3aTalbHUX CYHiB IBaHO-OpaHKiBCHKOI 00/1aCTi 3@ TePEeroBOPHOI0 IPOIIeAyPOo0 3aKymiBmi 3 111
«ICC».

IIOKyMeHTH, 10 MiTBEPOKYIOTh HAsBHICTh YMOB 3aCTOCYBaHHS IIEPETOBOPHOI MPOIelypPy 3aKyIIiBii:
Piunui nnax 3akymiBens Ha 2019 pik; 3akon Ykpaiau «IIpo my6miuHi 3aKymiBii»; 3aKoH YKpainu «I1po
CyImoycCTpi# i cTaryc cynmiB»; [T0nM0KeHHS PO aBTOMATH30BaHy CUCTEMY NOKYMEHTOO0OGITy Ccymy,
3aTBepaXKeHe pimenHsM Pagu cynomie Ykpaiau Big 26.11.2010 Ne 30; KoHCynbTaTHBHE MOBiqOMIEHHS
HaykoBo-mocimHOr0 EHTPY CYOOBOI eKCIEPTHU3H 3 IIUTAHb iHTeNneKTyanbHol BiacHocTi Ne 006/19 Bim
22.01.2019.



